DS (2025 FX) HESR

Lecturer: 3i; Time: 2025/12/25 9:00-11:30; F5;

Problem 1. (20 %3)

(1) fajik Alice 71 Bob Z{A&EIT Hybrid Encryption JIE{ER? X MEEER T EZERQHINE/FARINIEZ WL

(2) #=&ERY non-repudiation MERIERIRMHA? S9HA MACIRBEXMER? (7 9)

(3) Diffie-Hellman key exchange protocol Bft+AMNA? HFSEEEPEHAIER? (6 9)
Problem 2. (20 %)

IHEA, BEHITEIIE.,

(1)fEPlain RSAschemedr, ZEXN =px q=11 x 13, e=7, dBEYER? (10%)

(2) £ El Gamal scheme T, &REEZ5 MY g, TR g9 = 3. BB (2%, 9,9,2) Fxz =2, &
(Z%,9,q,h) F h, qEHER? WEEE m — ciphertext £ (3,6), % 2m? l5—A &% ciphertext, (104))

Problem 3. (15 93)

BE—MEEEZE M E unforgeable #9 MAC IT = (Mac, Vfry), EE! > 1, Bfi1sigmmE M £
unforgeable B9 MAC, iBBAXX m = (mq,mg, -, my):

M 73iE—: Bm1, my, -+, my DEERR—NEZEINE, Bk
Mac'(k, (my,---,m;)) = (Mac(k, m1), - -, Mac(k, m;))
FRBARNAREN Viry', EBBXA MAC & unforgeable B9, RAZAH T—Xi81E, (59)
Q) FE=: 8 my,ma, -, my (ERARBIERMNE, BIRKix:
Mac'((k1,-- -, ki), (m1,---,m;)) = (Mac(k1,m1), - -, Mac(k;, m;))

XA MAC £ unforgeable B913? (10 43)

Problem 4. (15 43)

e H {0,117 v {0,1}", Hhm > n.

(1) 28R H £ collision-resistant # hash function, H —E&2& one-way function 12?7 {FZEiRER, (5 9)
(2) #nER H £ one-way function, H —&& collision-resistant Y hash function 13? &&EiBEER, (5 9)

(3)IEEA: & Hi. Hy #BR collision-resistant f9 hash function, 384 H = H; @ Hy 7~—% &R collision-resistant
89 hash function, (5 %)
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Problem 5. (15 %3

Alice #1 Bob FE—2% RSA scheme, EiIIHIAEHBIZ (e1, N1) 7 (e2, Na).

(1) BIEERRIEA N1, No RER, IERNEELBIRETEY o(N1) #lo(N2). (1049)

(2 %& N1 = Ns, ey, e ERENIGEE, FEKEEEIME—EEX m 2 AR RSA scheme IIZFERIIZE
c1, Co, MEBATEE BRI IRIEIAREAAS. (5 %)

Problem 6. (15 43)

BT Schnorr BUEFEZ /A G ARE g FEHREE G, HERTTRE 9, ERFMB a € Zy, A
pk=g"€G, R Hash &g H : M x G — Zy:

Sign(sk,m) :
$
74 Lg,c— H(m,g"), 2z ca+r
return (c, 2)
Vfry(pk,m, (c, 2)) :
?
return H(m, g°/(pk)°) = ¢

IUE, Bl mB—NEIHIR0 Schnorr P8 : B8R Sign BORHE, HAIAHE Z, PIOSRENAER r, T2
YARIAE Z, SPHISIBEIEERR—A o 15 r BORIIAIE, B5eR—R Sign & 7 + 1,

SEHE, MSE—ANEEIET Sign ESFORETBLIIES (my, (c1,21)). (ma, (c2, 22)), FBAMATLRELFAH

(6
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